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Shining a Spotlight
on Cybersecurity

T

“

You can plug
these sessions
into your schedule
by downloading
our Conference
mobile app on
‘Download Day’
October 5.”

4 New Jersey Municipalities

his edition of New Jersey
Municipalities features articles
on an issue of constant and
increasing concern. That concern led
the U.S. Department of Homeland
Security, in cooperation with the
National Cybersecurity Alliance, to
designate each October as National
Cybersecurity Awareness Month.
For the past few years, your League
of Municipalities has also provided
municipalities with information on the
dangers we face and the precautions
we need to take.

Each year, we notify you about National
Cybersecurity Awareness Month and the
information and services that you can access
at the Homeland Security website (dhs.gov/
national-cyber-security-awareness-month).
Every day, through our partnership
with NJ-GMIS (New Jersey Government
Information Services), the League’s
members are able to tap into technology
management support. NJ-GMIS has also
provided resources on their website
(njgmis.org). And, if you have questions
about your technology, you can contact
the association at njgmis@njgmis.org.

I October 2016

Next month at our Conference in
Atlantic City, you can learn more at our
signature Cybersecurity session on
Wednesday, November 16.
Other sessions that will also cover aspects
of the threat and needed precautions
include: the Technology Management
session, specifically for elected officials,
on Tuesday, November 15; and on
Wednesday, November 16, two sessions:
Advanced Social Media and Using New
Technology for the Best Impact.
You can plug these sessions into your
schedule by downloading our Conference
mobile app on “Download Day” October
5. See our Conference webpage at
njslom.org/2016conf.
This past summer, the League, itself, was
the target of an attack from cyberspace.
By following our own advice and by using
the tools we had put in place for your use,
we were able to recognize the threat and
defend ourselves before we suffered any
material harm. So we know, firsthand, the
value of these services. And we are doubly
glad to make them available
to you. e

Michael Darcy

Cyber Security

Cyber
Security
Navigating the
challenges of keeping local
cyber infrastructure secure
with the New Jersey
Cyberseuctity and
Communications
Integrations Cell
By SFC Christopher M. Kay #5901,
Cyber Liaison Officer, New Jersey
Cybersecurity & Communications
Integration Cell, New Jersey State Police

I

magine yourself driving to work when
you receive a call from your business
administrator. “Our website has been
hacked!” he exclaims. “Our homepage has been
replaced with a flag for a terrorist organization and
we can’t get to our files. They are encrypted.”
Your heart pauses as you try to process the information. What can you
do? How soon can it be fixed? Who do you call to get help?
October is National Cybersecurity Awareness month, and with that is the
opportunity to discuss how New Jersey is addressing the ever-increasing threat
to our cyber infrastructure. According to the 2015 FBI Internet Crime Complaint Center (IC3) report, 288,012 complaints were received from citizens, businesses, and the public sector with losses exceeding one billion dollars last year. The
rapid growth of emerging technologies brings with it efficiencies and economies but also presents many security and
6 New Jersey Municipalities
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Cyber Security

Read All About It!
The NJCICC Cyber Blog further encourages the discussion of cybersecurity issues by publishing articles on various topics
from identity theft to cybersecurity tips for the holiday shopping season. The blog post titled Website Defacements—
How to Protect Your Website exposes the dangers associated with
this unique form of cyber-attack. Circling back to the situation presented at the opening of this article, it is important to
recognize how website defacements can not only impact your municipality’s website, but also its credibility.
If you fall victim to this type of attack, it means that your website contained a security vulnerability that wasn’t patched.
Your website will be replaced with new pages, often used to promote a hacker or group. Several recommendations are
made to prevent website defacements; including disabling anonymous FTP connections, and conducting frequent penetration tests and vulnerability scans.
privacy challenges.

Local Vigilance
Cybersecurity is not just a national
issue, it’s a local one that demands
shared responsibility, collaboration, and
constant vigilance. To navigate these
challenges, the New Jersey Cybersecurity
and Communications Integration Cell
(NJCICC) (cyber.nj.gov/) was created in
May 2015. Located within the State’s

fusion center, the Regional Operations
and Intelligence Center (ROIC) in West
Trenton, the NJCICC is New Jersey’s
one-stop shop for cybersecurity
information sharing, threat analysis,
and incident reporting.
By promoting information sharing
amongst technology professionals,
analysts, and government organizations,
the NJCCIC gains a better understanding of growing cybersecurity related

threats and identifies ways to reduce
cybersecurity risk and victimization in
New Jersey. Members of the NJCICC
are consistently informed of real-time
cybersecurity threats, thus, eliminating
the intelligence gaps that exist between
local, state, federal, public, and private
sector organizations.

Avoiding Ransomware
The exchange of information

October 2016

I New Jersey Municipalities

7

Cyber Security

promoted by the NJCICC is invaluable.
Your technology administrators can
significantly increase your systems’
security posture against malicious
attacks by being informed of the latest
threat analyses and threat profiles highlighted by the NJCCIC.
An example of this can be demonstrated
with the rise of ransomware. Ransomware is a form of malware that is
increasingly being used by malicious
actors to infect computer systems.
Commonly distributed via social

“

The rapid growth
of emerging
technologies brings
with it efficiencies
and economies, but
also presents many
security and privacy
challenges.”

continues to analyze, update, and
communicate the latest information to
its members.

The Dark Web
Recently, the NJCICC produced an
intelligence report describing the illicit
activity thriving on the underground
Internet known as the dark web.
Increasingly utilized by malicious hackers, criminals, and violent extremists,

See Something? Say Something!
homelandsecurity.nj.gov/report.html
Members of the NJCICC and all New Jersey residents and businesses are
strongly encouraged to voluntarily report cyber incidents to the NJCICC’s
Cyber Liaison Officers at homelandsecurity.nj.gov/report.html.
Doing so will aid incident response and help everyone get ahead of the
attacker’s next move. The observation of one can lead to the defense of many.

engineering tactics such as phishing
emails and drive-by downloads,
ransomware encrypts files connected
to an infected computer.
In order to decrypt the affected files,
the victim is instructed to pay a ransom
to the malicious actors. Members of the
NJCICC are provided with strategies to
harden their defenses and mitigate the
risk of infection. With over 90 known
variants of ransomware, the landscape
is constantly evolving and the NJCICC
8 New Jersey Municipalities
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the dark web is a (large) portion of the
Internet that is not indexed by popular
search engines such as Google or Bing or
accessible via ordinary web browsers.
Only accessible via networks known as
darknets, the dark web is commonly
used to buy and sell illicit goods and
services including (but not limited to)
weaponry, bank account credentials,
usernames/passwords, and drugs.
Due to the ease of entry, anonymity,
and variety of marketplaces associated

with the dark web, the NJCICC assesses
that it poses a threat to local, state, federal, public, and private sector organizations. For example, if an employee’s user

Cyber Security

Free Membership!
For access to more sensitive cybersecurity threat intelligence, you can
become a member of the NJCICC.
Membership is free, carries no obligation, and affords further resources
such as sector-specific threat updates, tailored analysis, and industry
news not intended for public consumption. Members also receive a
weekly bulletin, which addresses emerging cybersecurity concerns.
This bulletin includes threat analyses and the latest cybersecurity alerts.
Additionally, these bulletins publish upcoming cybersecurity events,
data-breach notifications, and Industrial Control Systems Computer
Emergency Response Team (ICS-CERT) advisories.

credentials are for sale on the dark web,
this compromises the security and
integrity of any computer network
which this person accesses.
Considering that a recent study from
King’s College found that a majority, 57%,
of active websites on the dark web are illicit in nature, it is strongly recommended
that you follow the recommendations
made in the NJCICC’s April 2016 publication. This includes blocking access to the

dark web from your networks. By communicating these recommendations to NJCICC members, the growing threat posed by
the dark web can be

greatly mitigated.

Protecting the Digital
Landscape
Every day, the NJCICC fuses technical
and non-technical sources to analyze
New Jersey’s local cybersecurity threat
landscape and reduce the State’s virtual
vulnerabilities. Cybersecurity attacks
continue to rise here in New Jersey and
around our nation. Whether it’s a
department store data breach, corporate
theft or sabotage, or a hacked municipal
website, it is increasingly imperative that
we do all we can to protect New Jersey’s
digital landscape. e

SFC Christopher M. Kay will be a speaker at the
League’s 101st Conference on Nov. 7 at “Cyber
Security-NJCICC & GMIS” at 2 p.m. in room 420.
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Now &Then
Securing the Future

I

n this issue of NJ Municipalities, we look at technology and how it impacts municipal government.
One of the main considerations of the day is cyber
security…protecting municipalities from the dangers
of malware, hacking, and a variety of worrisome
crime perpetrated through the Internet.
We also look at how the Internet can be a useful tool in building communications between local government and constituents,
particularly in times of emergency. Utilizing websites and social
media means that officials can let people know what’s going on
even when there’s no power or the telephones are out.
In 1998, cyber security of a different sort was the focus. As
the year 2000 drew near, there were concerns about what
would happen to the computers that had fairly recently become
key tools in the administration of day-to-day municipal life.
There were also many questions about how technology would
continue to impact the way people communicate, do business,

and maintain strong communities.
But that wasn’t all that was on the radar
for municipalities in 1998, rather the membership of the League came together to disAmy Spiezio
cuss leadership in the time of tragedy and
Managing Editor
disaster and develop strategies for helping
populations deal with grief and sorrow. In this issue, the
behind-the-scenes work of municipal officials to smooth the
hard times for communities are recognized by the 22nd Annual
Louis Bay 2nd Future Municipal Leaders Scholarship Competition winners in their reflections on “What My Municipal
Government Does Best.”
Now and then, making municipalities great places to live has
been a major priority, whether it’s funding emergency services
as efficiently as possible or making downtowns friendly to all
generations. This month, read up on the latest ways to excellence and check out the 101st League Conference Preview for
the basics on courses and events to be held this November in
Atlantic City. e

Time Capsule: April 1998
Funding Your Downtown’s Dreams
“Many New Jersey towns consider a thriving downtown a requirement for a successful community.
Local heritage is reflected in the downtown area.
Local businesses create jobs in the community.”
–Beth Peterson, Executive Director,
Downtown, NJ

Finding a Cure for
the Year 2000 Bug
“For those government units
that maintain their own systems and write or maintain their own software, and have
not yet started to assess their Year 2000 exposure, you are
running late! All local units need to assure themselves that
their organization is taking action to meet the challenge,
and that adequate resources will be available over the next
20 months to implement solutions.”
–Beth Gates, Director, NJ Division of Local
Government Services
10 New Jersey Municipalities
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Leadership During Grief, Tragedy, and Disaster
“Municipal government establishes the quality of life in a
community. It defines how, or if, people will come together
to show support for their
fellow citizens and residents,
to support the individuals,
families, and business
owners affected by natural
disaster and loss, to show
their caring and commitment
to each other.”
–Carole Glade, Founder,
Consumer Dynamics
International

What could you
do with more
funding?
Founded in 2005, Millennium Strategies has procured over $152 million in both public and private
grant funding. What sets Millennium Strategies apart is our comprehensive and aggressive approach
to grant research, grant writing and grant management. We help our clients meet their complex
challenges by securing funding for a wide range of projects including:
• Arts and Culture
• Economic Development
• En
Envir
vironmental Planning
and Restoration
• Community and
Human Services

60 Roseland Avenue
Caldwell, NJ 07006

• Disaster Recovery and
Resiliency
• Downtown Revitalization
• Historic Preservation
• Open Space Preservation

• Public Safety
• Sustainable Energy
• Tourism
• Transit Oriented Development
• Transportation Infrastructure

• Parks and Recreation

973-226-3329

millenniumstrategies.net

